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Chapter 1

Introduction

This document describes how to install Sitecore Experience Platthrnev.171121
(Update-6).

The document contains the following chapters:
1 Chapter 1z Introduction

An introduction to the Sitecore Experience PlatfoB® installation process

1 Chapter 2z Sitecore XP Requirements
An outline ofthe installation requirements for Sitecore CMS

1 Chapter 3z Installing the Sitecore XPfrom the .EXE File
Describes the prénstallation steps, configuratioandinstallation process

1 Chapter 4z Installing the Sitecore XPfrom the .ZIP File
Step-by-step instructions foinstalling Sitecore CMSrom the .ZIP file

1 Chapter 5z Sitecore XP Post-Installation Steps
Information aboutnecessary actions after installation
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1.1 Getting Started
3EOAAT OAH %@b AGitedvie XA is theakhddiHie éntiré Sitecoresolution. It contains:
1 Sitecore CM the content management capabilities

1 Sitecore xDE the experience marketing and scalabilignd analytics features

These components are installédgether. SitecoreXPisdistributedasan.exe or.zip file.

The Sitecore Experience Databas®B)is acentral data repository for marketers. It collects and connects all
customer interactions in a single view, and enables immediate, personalized, automated experiences.
SitecorexDBuses MongoDB as a collection databaswl it is included in the Sitecore XBckage.
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1.2 Preparing to Install SitecoreXP

For small implementationgncluding developer workstations and testing environments, Sitec§Rand the
database server can be installed on a single computer. For larger implementatiendatabase server is

typically separated from the application server. The content authoring environment for business users is also
frequently separated from the content delivery environment that is accesselthigynet users.

For more information abouscaling Sitecore XP solutiongfer to the Sitecorddocumentation sitez
https://doc.sitecore.net/sitecore_experience_platform

SitecoreXPcan be broken down into three logical compants regardless of the database technology that is
used

1 ThellS document root (“thevebsite").
1 The sipporting file system for logs and data
1 The supporting relational databases. Thedatabases are often stored under the supporting file
system.
The onfiguration isstored infiles such asveb.config  and the files under th& App_Config folder.

For information about hardening security after you install Sitecoex the manuaBecurily Hardening Guide
in the Sitecore Documentation site.

You can create an archive of your Sitecéfesolution to move it from one computer to another.

For assistance or to report any discrepancies between this document and the prquaeese ontact
http://support.sitecore.net/helpdesk/

Before installing Sitecore XP, you should decide on the:
1 Project name and acronym, for exampkrojectName
1 Acronym/prefix, for instance PN.
1 Target installation file system root, for instan€z \ inetpub \ wwwroot \ ProjectName
1 Database technology:
0 SQL Server
o MongoDB
Database locatiorg locally or on a remote server.
Appropriate Sitecore license.
Hardware.

Administrative access to computers and dattases.

=A =4 4 =4 -4

IIS configuratiory host headers, and so on.

1.2.1 Install Latest Updates

RunWindows Update to install all the appropriate service packs and security updates on all of your Sitecore
XPhost and client computers.

1.2.2  UNC Share Not Supported

SitecoreXPmustbeinstalledon a local drive, not a UNC share.

1.2.3  Sitecore Cannot Operate from a Virtual Directory

Do not create a virtual directory for Sitecore, because the product cannot operate from a virtual directory.

@ sitecore’ 6
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Chapter 2

Sitecore XP Requirements

Thischapterdescribeshe prerequisites, hardwargand software requirements for Sitecore
XP8.2 host and clientomputers In this document, the tern@® A O ¢efe® to a Windows
OSWAA OAOOAO AT A OEA OAOI OEIT OXPoneindraleve OI
or aworkstation.
This chapter contains the following sections:

1 Sitecore Hosting Environment Requirements

1 Sitecore Client Requirements

Al
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2.1 Sitecore Hosting Environment Requirements

SitecoreXP8.2 has specific requirements for the operating systdi§Web Server, .NEFramework and the
database server.

Important

When you configurghe Sitecore Experience Databa$eDB) you must synchronize all the servers in your
solution to a single reliable time source, for examilg means of the Network Time Protocol (NTP). The
aggregation of engagement automation states depends on the systenetand changing this can lead to
incorrect aggregation results or loss of data.

2.1.1 lIS Requirements

SitecoreXPcan be hosted on the following IIS versions:

1 1S10
1 1S8.5
1 1S8.0
1T NS7.5
T 1S7.0

You must use the version of IIS that is supported by your ojregatystem. For more information about 1IS

AT A T PAOAOGET ¢ OUOOAI 6h OAA - EAOQOI O £#660 A1 AOi AT OAQGEI 1T ¢
SitecoreXPdoes notofficially support any other ASP.NETeb servers such dkS Express, or Mono Web

Server.

Important
Sitecore neither suppds nor permitsmultiple 1IS wekite definitions pointing to the same Sitecore web root.

2.1.2  Operating System Requirements

SitecoreXP8.2is only compatible withthe client andserveroperating systemsthat support.NET Framework
452
SitecoreXPhas been tested, andan ke hosted on the following Microsoft operating systems:
T Windows Server 2016
1 Windows Server 2012 R&4-bit)
1 Windows Server 20154-bit)
1 Windows Server 200B2(32/64bit) SPL
1 Windows 8.1 (32/64it)
1 Windows 8 (32/64it)
1 Windows 1032/64bit)

Important
Run Windows Update and install all the appropriate service packs and security updates on all of your Sitecore
XPhost and client computers.

Windows 10
Sitecore XP supports the following edition$the Windows10operatingsystem:

f Home

@ sitecore’ 8
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9 Education

1 Professional

Windows 8.0 and 8.1

SitecoreXPsupports the following editionsf the Windows8.0 and 81 operatingsystens:
1 Enterprise
1 Professional

T Core

2.1.3 .NET Framework Requirements
SitecoreXPrequires.NET Framework 4.3.

You must apply ay available updates to the .NET Framewdolkevery Sitecorenstallation.

2.1.4  Visual Studio Requirementsfor Custom Solutions
SitecoreXP8.2requires Visual Studio 2012 or later.

2.1.5 Database Requirements
Sitecore XP supports the following database servers:
1 Microsoft SQL Server 2016 SP1
1 Microsoft SQL Server 2014
1 MicrosoftSQL Server 2012
1 Microsoft SQL Server 2008 R2 SP1
1 MongoDB Database:
o Mongo 2.6 MMAPV1
0 Mongo3.0MMAPvlor WiredTiger
0 Mongo32.1MMAPVL or WiredTiger
o0 Mongo 3.21Enterprise with dataat-rest encryption, WiredTiger only

Note
Sitecore recommendhat you runthe database on a separate server from the web server

Oracle

The Oracle database storage setup is only available when Sitecore XP is running in Sitecore Experience
Management mode (CM®nly mode), which lets you run Sitecore XP without the Experience Database (xDB)
enabled.

Sitecore supports:

1 Oracle Database 11R2 (11.2)

2.1.6 Antivirus Software Considerations

Some antivirus software can have a detrimental effect on the performance of ASP.NHiamms including
Sitecore. We therefore recommend that you use only antivirus scanners that are certified for the operating
system that you use.

@ sitecore’ 9
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For more information about the certified products, see théndows Server Catalogebsite.

To ensure optimal performance, exclude the following folders from scanning by your antivirus software:
1 The site root folder.
1 The data folder that is defined in theeb.config file.
1 The folder that contains the actl Sitecore database files.
il

TheC:\ Windows\ Temp or {app_pool user profile} \ Tempfolder.

2.1.7 Hardware Requirementsfor a Server Runninga Single Sitecore
Installation

Minimum configuration requiremers
1 4 core processor

1 8GB of RAM

Recommended configuration:
1 4 oore processor
1 16GB of RAM
Note
The recommended hardware requirements are for running the software on a single computer. For more

information about running Sitecore on different kinds of hardware, consult your Sitecore partner or technical
sales representate.

@ sitecore’ 10


https://www.windowsservercatalog.com/

Sitecore Experience Platform Installation Guide

2.2 Sitecore Client Requirements

Thissectiondescribes the software and hardwarequirements

2.2.1  Software Requirements

Browser
Sitecore XP clients are browsbased user interfaces and can run on the following browsers:

1 Microsoft Internet Explorer 11

1 MozillaFirefox 17+

1 Google Chrome 25+

1 Microsoft Edge

1 Apple Safari & for Mac OS
Note

Sitecore XP 8.3upports all the current stable versions of these browsers unless stated otherwise. Sitecore XP
8.2 does not support the Compatibility view internet Explorer 11.

For more information about configuring a browser, see Brewser Configuration Referenadcumenton
the Sitecore Developer Network

Silverlight

Some applications, such &ngagement Automationand Sitecore App Center require Micros8itverlight5
or later.

2.2.2  Hardware Requirements
Sitecore XP 8.2 has the following hardware requirements:
1 Processor: Intel Pentium,2GHz or faster processor.
1 RAM 512 MB minimunlGBz recommended.
1 TCP/IP connection at 512Kbps or faster to the Site¢dPdost.
il

1024x 768 or greater screen resolution required for advanced operations.

You do not need to install any additional software on the SitecéRelients that access SitecobéPservers.

@ sitecore’ 11
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Chapter 3

Installing the Sitecore XP from the .EXE File

This chaptedescribeshow to use the installation program to inst&8itecorexP.

You can download the Sitecore installation program from @ieecore Downloads page
https://dev.sitecore.net

This chapter contains the following sections:
1 The UAQUser Account Control) Configuration
1 The Installation Process

1 Troubleshooting

@ sitecore’ 12
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3.1 The UAC(User Account Control) Configuration

Before yourun the installation program on Window& Windows 8.lor Windows 10you must ensure that
the UAC (User Account Control) configuration security pobefect application installations and prompt for
elevatbnis enabled

To check if this setting has been changed on yoamputer.
1. Log in as an administrator.
2. PressWIN + Ro open theRunwindow.
3. IntheRunwindow, entersecpol.msand pres€ENTER

4. ClickContinueto open theLocal Security Policywindow.

i Local Security Palicy =n|Eo| =3
File  Action  MWiew Help
e HEXE =
E Security Settings Policy = Security Setting “x
4 3 5_ccsuntPD!c|;esl DShuthwn: Clearwirtual memory pagefile Disabled
b 3 AsIOrE Folry DSystem cryptography: Force strong key protection for user key.. Mot Defined

3 3 Account Lockout Polic
a E Local Policies
» A Audit Palicy

DSystem cryptography: Use FIPS compliant algotithrms for encr.,  Disabled
DSystem objects: Require case insensitivity for non-Windows su.. Enabled
DSystem ohjects: Strengthen default permissions of internal sys... Enabled

[ A User Rights Assignmen
DSystem settings: Optional subsystems Posix
DSystem settings: Use Certificate Rules on Windoues Executable,.,  Disabled
DUserAccount Contral: &dmin Approval Mode for the Built-in..,  Disabled
DUserAccUunt Control: Behavior of the elevation promptfora..  Promptfor consent

L Windows Firewall with Ach
i+ [ Public Key Palicies
1+ || Software Restriction Palicie
3 lg IP Security Policies on Locy

DUserAccount Contral: Only elevate ULAccess applications that., Enabled —
DUserAccount Contral: Run all administrators in Admin Appro..,  Enabled
DUserAccount Control: Switch to the secure desktop when pro.. Enabled
u User Account Control: Virtualize file and reqgistry werite failures to per-user locations ]

5. Inthe paneon the left side expand the_ocal Policiesode and selecEecurity Options
6. Inthepaneon the right side scroll to the bottom of the list of policies.

7. Verify that theUser Account Control: Detect application installations and prompt forietgualicy is
set toEnabled

If this setting is not enabled, you must enable it.
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3.2 The Installation Process

To start the installation, launch th8itecore.exapplication, which starts thénstallation Wizard. The
Installation Wizard guidesyou through the installation process.

This section describes the important steps in the wizard.

Note
The SitecoreXPconfiguration files are automatically modified according to the settings provided in the
wizard

Welcome page

ﬁ Sitecore - Installation

Welcome to the Installation
Wizard for Sitecore.

sitecore

The wizard will install Sitecore on your computer. To
continue, click Next,

Version

‘Warning: Sitecore CMS software is patented, U.S. Patent
No. 7,856,345, This computer program is protected by
copyright law and international treaties. Unautharized
reproduction, distribution ar usage of this program, or
any portion of it, may result in severe civil and criminal
penalties, and will be prosecuted to the maximum extent
possible under the law.

License Agreement

o Sitecore - Installation ®

License Agreement
Read the license agreement carefully.

Please note that if you are an existing or new licensee or Sitecore .
Solution Partner with a valid agreement to use the Sitecore Software
(“Existing Agreement™), the below license agreement is not intended o

in any way modify or replace your Existing Agreement. If your Existing
Agreement conflicts with the below license agreement, the terms of
your Existing Agreement will prevail.

Sitecore License Agreement

LICENSEE'S USE OF THE SITECORE SOFTWARE IS SUBJECT TO
LICENSEE'S FULL ACCEPTANCE OF THE TERMS, CONDITIONS,

RISALAMEDS  AKN LIACAMSE DCOTOIATIAMNS ©CT CADTU 1K TL

(®) | accept the terms in the license agreement,

() I do not accept the terms in the license agreement.

<Back || Net> || cancel |

Read he license agreement and select the appropriate option. (QNekt.
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Installation Type

B Sitecore - Installation b4
Installation Type
Selact the type of installation that you want to install.
® Complete

Install the Sitecore client and databases on this computer.

() Database Only

Install the Sitecore databases on this computer. This is suitable for database
servers that are accessed by Sitecore clients.

) Client Only

Install the Sitecore client on this computer. This is suitable for Sitecore clients.
that access database servers,

Select the type of installation that you want:
1 Completez Installs both the Sitecore databases and the Sitecore client.
1 DatabaseOnly z Only installs the Sitecordatabases.

1 ClientOnly z Installs everything except the databases.

ClickNext.

To install Sitecore WebDAYV featurgmu must have the Wellient service on your computer. ttie
WebClient service is not availabjeéhe following message appears:

Sitecore g

ii The web client service is not available.

Disregardthis message if you do not want to install WebDAYV features. Qliekt.

Instance Name

ﬁ Sitecore - Installation X

Instance Name
Give this new instance of Sitecore a unigue name,

Instance Name: IMyS\te

NOTE: This name identifies this instance of the application. It is also the default
hostname of an lIS6 + Web site.
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Give a unique name to this new instance of Sitecore. If you choose to create a neesigter step, this
name is also used as the hostname of an IIS web site.

License File

Note
If you selectedhe DatabaseOnly installation type the Installation Wizard skips this step.

i) Sitecore - Installation
License File

Select a valid license file for Sitecore.

License File: e Ev———rw——— | R
EXPIRATION DATE  9/20/2017 12:00:00 PM ~
VERSION 5

R IR L

ADDRESS T T

o

COMPANY
COUNTRY 150 Lk
RESELLER o

ClickBrowseto navigate tothe license file that you want to usand then clickNext.

Database Server
Select the database server.

If you select SQL Server, you see the followdagabase Servedialog box:

o Sitecore - Installation ®
Database Server
Select the database server and authentication method to use.

Select the appropriate database vendor: SQL Server -

Select the database server from a list or click Browse to select the database server
from a list of all the available database servers. Select the login to use and enter
the password for that login.

Database Server:

(local\SQLEXPRESS -
Login ID: sa
Password: enne

For mare options, click Advanced.

<Back || Net> || cancel |

Select the database server from a Jist clickBrowseto see a list of all the database servérat are
available. Enter the login ID (SQL server user name) and the corregmppedssword. The installation
programusesthese credentials to accesise SQL server.
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To set the database prefix options, clisklvancedand theAdvanced Database Optionslialog boxappeass.

o Sitecore - Installation ®
Advanced Database Options
Check the advanced options for the database server.
| Veerify that the wizard can connect to the database server.
Database Prefic
Database Prefix: MySite

Add this prefix to the names of the physical files.

Credentials to use in connection strings

Login ID: sa

Password: ~ (essss

In theAdvanced Database Optionglialog box, pecify thedatabase prefix for this instance of Sitecore,XP
andif you want the database prefix to be added to the names of the physical files, seleatthéhis prefix
to the names of the physical filescheck box.

In theCredentials to use in connection stringsection, enter the login ID (SQL server user name) and
corresponding password. Sitecore applications will use these credentials to access the SQL serv® Click

ClickNext.

Note
If you selected the Database Only or Client Only installation,Ghedentials to use in connection strings
section is not shown.

Destination Folder

B Sitecore - Installation

*
Destination Folder
Selact the location where Sitecore will be installed. Click Change to install

Sitecore in a different location,

Install Sitecore in:

"jj Cilnetpubtwwwroot\MySite
For more options, click Advanced.
<Back || Net> | [ cencel |

Select the folder where the Sitecore web siieould benstalled.

@ sitecore’ 17
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To change the database folder and the folder where various datadilestored? log files, packages, and so
on? clickAdvancedand theDestination Foldersdialog box appears:

ﬁ Sitecore - Installation X

Destination Folders
Select the locations where the database files will be installed.

‘.‘lj Sitecore Data:
CAlnetpub\wwwroot\MySite\Data

Sitecore Databases:

) [Chnetpub\wwwroot\MySite\Databases

MDF Files: Calnstpub\wwwroot\MySite\Databases\ML
LOF Files: Calnetpublwwroot\MySite\Databases\LDI

Note
If you selected tk DatabaseOnly installation the Sitecore Dataand Sitecore Databasedields arenot
shown.

If you selected the Clier®nly installation, theSitecore Databasedield is not shown.

Enter new destination foldersand clickOK.
ClickNext.

Note
Ensurethat SQL server has the permissions to write to the destination flsler

1S Web Site

Note
If you selected the Databagenly installation,the 1IS Web Sitstepis not shown.

B Sitecore - Installation b4

1IS Web Site
Create a new Web site.

Web Site Name: | MySite

For more options, click Advanced.

@ sitecore’ 18
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Enter the name of the new website. Clidklvancedto edit a web#e port andcreate anApplication Rol.
Select thePrecompile the websiteto improve the initial response timecheck box

ﬁ Sitecore - Installation X

1IS Advanced Settings
Specify some additional parameters for 115,

Application Pool

Create application pool named | MySiteAppPool J

Website

Port: |80

Precompile the website to improve the initial response time.

ClickOK.
ThellS Web Sitedialog box reflecsthe changes.

ﬁ Sitecore - Installation *

1IS Web Site
Create a new Web site.

Web Site Name: | MySite |

Application Paol Name: MySiteAppPoaol
Web Site Port: 80

.NET Version: 4

Precompile the website: Yes

For more options, click Advanced.

< Back ” Mext > | ‘ Cancel |

ClickNext.

Ready to Install Sitecore

) Sitecare - Installation “

Ready to Install Sitecore @

Review the options you selected. Click Back to change an option or click Install to
install Sitecore.

Option: Value:
Instance Name: MySite

License File: L = e e S
Database Server:

Destination Folder: CInetpub\wwwroot\Newlnstance1

Web Site Name: MySite
< >
< Back H Install | | Cancel

Review the options you selected. Cliclstall to install Sitecore XP.
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A progress window informs yoof the installation process.
Start the browser and enter the following URL:
http://MySite/sitecore
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3.3 Troubleshooting

If there is an error duringnstallation

If the installation program fails, a log file is automatically created. You can find the
Sitecorelnstaller.log file in the\ %Temp% folder.

Ensure that you savthe log file andif necessaryattach it toyour support request.

Important

The log file is recreateduring each installatiomttempt. If there are errors duringnstallation, you must save
andcopy the log fileo another locatiorright after anunsuc@ssful installation. Otherwise, the file will be
overwritten.

"Database '.." cannot be upgraded" error message while using SQL Server

WhenusingSQL Serverthe installer returns the Database '..." cannot be upgradetror messageTo avoid
this, the user account configured to run the SQL server application must halvaccess permissions to the
website root folder.

Typically, the SQL server application rundhe context of the NETWORK SERVICE account.

For more information, see the sectidfile System Permissions for SQL Server Files
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Chapter 4

Installing the Sitecore XP from the .ZIP File

This chapteidescribes how to install SitecodéP8.2 from the ZIPfile of the website root.
This chapter contains the following sections:

1 Installation Process Overview

1 Configuring Folder and Registry Permissions

1 Configuring the IS

1 Microsdt SQL Server Configuration

9 Oracle Database Storage Setup

1 Uninstalling SitecoreXP
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4.1 Installation Process Overview
This section describes how to install Sitecore from a ZIP archive of the Sitecore XP site root.

You can download the Sitecore XP ZIP archive ftbeSitecore Downloads pagehttps://dev.sitecore.net

To install an instance of Sitecore:
1. Ensure thathe ASP.NET feature is enabled for Internet Information Servit&
2. Choosea parent directory path for theroject, for example
C:\ InetPub \ wwwroot \ ProjectName
3. Extract the.zip archive to create the following folders:

C:\InetPub \ wwwroot \ ProjectName \ Website
C:\InetPub \ wwwroot \ ProjectName \ Data
C:\ InetPub \ wwwroot \ ProjectName \ Databases

4. Set permissions as described in the secti@onfiguring Folder and Registry Permissions

5. IntheWebsite \ App_Config \ I nclude folder, enable theDataFolder.config file and
change the following setting to the absolute location of th®ata folder.

<sc.variable name="dataFolder ">
<patch:attribute name="value">/data</patch:attribute>
</sc.variable>
For exanple: C: \ InetPub \ wwwroot \ ProjectName \ Data
6. Copy the appropriatdicense.xml file to the\ Data folder.
7. Attachthe SQL databases from theDatabases folder to the SQL server.

For more information about working with SQL Server, see the sedtlicrosdt SQL Server
Configuration

8. Edit theConnectionStrings.config file located in thd Website \ App_Config \ folder.

Enter a connection string for each database, for example:

<add name="core" connectionString="user

id=_sql_server_user_;password=_user_password_;Data

Source=_sqglserver_;Database=_core_database_name_" />
9. Inthe IIS, configure the website as describedhna sectionConfiguring the IIS
10. Configure thelnternet Exploreibrowser as described in thHgrowser Configuration Referemeanual.
11. Start the browser and enter the followingRL

http://Proj ectName/sitecore
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The Sitecore login screen appears

sitecore

Own the experience

Password

Login

M Rememberme | Forgotyour password?

4EA AAEAOI O PAOOxT OA &I O OEA

LATET
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4.2 Configuring Folder and Registry Permissions

This section describes the NTFS permissions for folders and fiteaell a¥Vindows registry permissions
required by SitecorePto function properly For practical advice on how to edit NTFS permissions and
registry permissions, please refer to theédvbsoft DeveloperNetwork website

4.2.1 Updating the Security Settings for a Folder
To update the security settings for a folder:
1. InWindows Explorer, right-click the folder and seled®roperties.
2. InthePropertiesdialog box, click th&ecurity tab.

3. IntheGroup or user namesield, select a user or group and grant them the appropriate permissions
in the Permissions forfield.

4. In theSecurity tab, clickAdvanced

5. IntheAdvanced Security Settingsdialog box, select th&Replace permission entriexheckboxes.

4.2.2  File System Permisgns for Anonymous Requests

Certain types of browser requests (generally for directory lookups and static resources) are executed with the
permissions of the anonymous Internet user account. This accrequiresReadpermissionfor all the files,
folders,and subfoldersinderthe \ Website folder.

The following table contains the default name for this account in different versions of IIS:

IIS version Default anonymous Internet user account name
7,758.0,85 IUSR

If 11S isnot configured to use theefaultIUSR account for processing anonymous requesti§ Anonymous
authentication is not enabled for theebsite, the previously mentionegermissionanustbe granted to the
corresponding account(s).

4.2.3  File System Permissions for ASP.NET Requests

Sitecore XP executes requests for ASP.NET resources and all the .NET code running within the application
xEOE OEA DPAOIEOOEITO T &£ OEA AAAT O1 6 AT 1 ZECOOAA AO Al
This accountequiresModifypermissiongor all the files, folders, and subfolders undére \ Website and

\ Data folders.

The following table contains the default account used for processing ASP.NET requests in the different
versions of 1IS

IIS version Default ASP.NET account hame
7 NETWORK SERVICE
7.5 NETWORK SERVICE
8.0 NETWORK SERVICE
85 NETWORK SERVICE

[IS7and laterlets you change the user accounthat isused for processing ASP.NET requests.

If you selecta different user accourtb processhe ASP.NET requesiyou mustalsogrant this accounthe
Modifypermissions
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Note

For more information about application pool identities and specifically about assigning rights to the
AppPoolldentity account, see thi@llowing article: http://learn.iis.net/page.aspx/624/applicatiopool-
identities/

4.2.4  File System Permissions for System Folders

To be able to load\NET runtimeand ASP.NET resources used for processing the ASP.NET requests, the
worker process hostinthe Sitecore XP application requires access to multiple system files and folders that
are not distributed as a part of Sitecore Xt areinstalled as a part adhe Windows Operating Systerand

the .NET framework.

Most of these permissions are grantég 1S to all ASP.NET applicatigmsitomatically making the
application pool identityaccount a member of thdS_IUSRSecuritygroup.

However, on certain environments it is necessary to manually grant permissions for the application pool
identity to the following systemlocations

Default location Required permissions | Comments

%WINDIR%emp\ Modify

%WINDIR%Globalization Modify Required for registeringustom
languagedy the .NET Framework
correctly.

%PROGRAMDATAWicrosoftCrypto Modify Required foistoring cryptographic
keys used for encrypting/decrypting
data.

Note

ASP.NET and/otJSR accountequire the modify access rights to theemp folder to install SitecoreXP.

These variables have the following default values:

Variable Default value

%WINDIR% C:\ Windows

%PROGRAMDATA% C:\ ProgramData for IS 7 and later
Note

For more information about buitn groups and accounts in IIS, refer to
http://learn.iis.net/page.aspx/140/understandifauilt-in-userand-group-accountsin-iis-7/

4.2.5  File System Permissions for SQL Server Files

If you are umg SQL Server, the user account configured to run the SQL server application reuitescess
to the\ Databases folder containing MDF and LDF database files. Typically, the SQL Server application
runs within the context of thélETWORK SERVI&@&tount.

4.2.6  Windows Registry Permissions

SitecoreXPcontains a builin functionality that reads and updates the Windows performance counters that
can be used for monitoring and troubleshooting the Sitecore application. This functionality requires access to
Windowsregistry keys. This access can be granted by makingai@ication pool identitya member of the

built-in Performance Monitor Usegsoup.
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Note

beregisteredin the Sitecore log files whenever the application attempts to access Windows performance
counters.

To avoid this error, you must prevent Sitecore from updating the performance counters. To do that, in the
web.config file, set theCounters.Enabled  setting tofalse

Adding an Account to a User Group
To addaWindows account t@ usergroup, usehe net localgroup command.

For example, to adthe NETWORK SERVI&&tount tothe Performance Monitor Usegsoup, run the
following command on the server hostinlge SitecoreXPweb application:

net localgroup "Performance Monitor Users" /add "NETWORK SERVICE"
AN IS reset is required for the changes to take effect.

For more information abouthe net localgroup command, refer o
http://www.microsoft.com/resources/documentation/windows/xp/all/proddocsfas/net_localgroup.mspx
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4.3 Configuring the lIS

The following sectias describe how to configure different versions of lI&gions 77.5 8 and 8.5 for
SitecoreXP.

The following list shows which operating systems use which IIS versions:
1 IS 7.5 Windows Server 2008 R2 SPWindows 7
1 1S 8 Windows Server 2012, Windows\&indows 10
1 1S 8.5z Windows Server 2012 R2, Windows 8.1
1 1S10z Windows 10Windows Server 2016.

43.1 1IS77.5, 8, 85and 10

This section contais the instructions for IS 7,5 8, 8.5, and 1CGor Sitecore XP.

Create the Application Pool
To create the application podbr Sitecore on IS 7, 7.5,85and 10
1. Start thellS Manager

2. In theConnectionspanel,right-click Application Poolsand clickAdd Application Pool.

&5 Internet Information Services (IIS) Manager

G [3r o o > dvplctonpoos |

File View Help

Connections .

2 ii;g Applic

495 S This page lets you v
i-J[} Application Pools

1»-[a] Sites | & Add Application Pool... \

& Refresh

T2/ Classic NET Apy
‘;’ DefaultAppPool

3. IntheAdd Application Pooldialog box, enter the following values:

Add Application Pool

Name:

ProjectNameippPool

.NET Eramework version:

[ .NET Framework 4.0.30319 -

Managed pipeline mode:

Start application pool immediately

Field Value
Name ProjectNameAppPool
.NET Framework version 4. XX
Managed pipeline mode Integrated
4. ClickOK.
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5. In theApplication Poolspanel,clickthe application pool you have just createaind in theActions
panel, clickAdvanced Settings

In theAdvanced Settingsdialog box:

o O o o

Set the.NET Framework versioi v4.0

?ﬂ Internet Information Services (IS) Manager E’E
@@ [@» v Application Pools | @ -
Eile  View Help
q‘;}l Application Pools ———
& Add Application Pool..
[ ’ e
« . - This page lets you view and manage the list of application pools on the server. Application Set Applicaton Ros e
&t Application Pools pools are associsted with worker processes, contain one or more applications, and provide Application Pool Tasks
p-[&] Sites isolation among different applications. P Start
Filter: - Bl Go - (g Show All | Group by: = B Stop
= " - -
Mame Status  NET Fram... Managed Pipel.. Identil || & NooSle-
[P ASR.NET 4.0 Stated w40 Integrated Applic Edit Application Pool
) ASP.NET v&.0 Classic Started w0 Classic Applic @ Basic settings...
£} Classic NET AppPool Started w40 Classic Applic Becyeling...
12} CMS65AppP ool Started 4.0 Integrated Applic Advanced Settings...
Q DefaultAppPool Started vd0 Integrated Applic Rename
2 Newlnstancel AppPool Started w40 Integrated Netwe || %¢ Remove
) MewlnstancedAppPool Started V4.0 Integrated Netwe P
2 Started w0 Integrated  Netwe View AP caion
[} ProjectNamehppPool Started  v40 Integrated ] Applic || @ Hep
E ] Started w20 Tlassic Netwe Online Help
LEFSCe6 Started w40 Tntegrated Netwe
1y sce6l Started w40 Integrated Metwe
4 [ | b
Features View ||'2 Content View

Set theldentity setting to the builtin account called\pplicationPoolldentitpr NetworkService

Ensure that theMaximum Worker Processessetting is set tdl.

Set theLoad User Profilesetting to True

Advanced Settings 7|2
E (General) i
.NET Framework Version vd.0
Enable 32-Bit Applications False
Managed Pipeline Mode Integrated
ProjectNameAppPocl =
Queue Length 1000
Start Automatically True
= CPU
Limit 0
Limit Action NoAction
Lirmit Interval (minutes) 5
Processor Affinity Enabled False
Processor Affinity Mask 4294967295
= Process Model
Tdentity ApplicationPoolldentity
Idle Time-out (minutes) 20
Load User Profile True
Maximum Worker Processes 1
Ping Enabled True -
Name
[name] The application pool name is the unique identifier for the
application pool.

Create the Website
To configure the website:

1. Start thellS Manager
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2. In theConnectionspanel, expandites

w'j Internet Information Services (IS) Manager

@-@ ‘E» b Sites »

File View Help

Connections
7]
P

2 Application Pools

) & Siterl
- &  Add Web Site...

4 i Refresh m

-]

2 Switch to Content View

Right-click Sitesand then clickAdd Web Site.
4. In theAdd Web Site dialog box, fill in the required fields, for example:

Field Value

Site name ProjectName

Application pool ProjectNameAppPool

Physical path C:\ InetPub \ ProjectName \ Website
Host name Projectname
Add Web Site

Site name: Application pool
Projecthlame ProjectMameAppPool
Content Directory
Physical path:
C:\InetPubl\PrajectName!Website E

Pass-through authentication

[ comnectas.. | | Test Settings..
Binding

Type: 1P address: Port:
All Unassigned - 8
Host name:

projectname|

Example: www.contoso.com or marketing.contoso.com

Start Web site immediately

5. ClickOK.

6. Open the hosts filg C:\ Windows\ System32 \ drivers \ etc \ hosts z and add the following
line:
127.0.0.1 projectname

Now you can access your website by entering hit://projectnameaddress in your browser.

Limit Access to Anonymous Users
Youmust prevent anonymous users from accessing the following folders:

1 \ App_Config
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f
|l
f

\ admin
\ debug
\ shell

\ sitecore
\ sitecore

\ sitecore

\ WebService

Forexamplg to limit anonymous access to theApp_Config folder:

1.
2.

4,

5.

Open the lIS.

In theConnectionspanel, browseo your Sitecore site and select theApp_Config folder.

In theApp_Config Homepanel, doubleclick Authentication to configure the authentication

settings for this folder.

Internet Information Services (1IS) Manager

%
(=) (@@ it

File Wiew Help

b Sites » MySite »

Connections

4 iﬁ LT ARURGEN W e ~

2} Application Pools

> &8 Default Welf Site
O e

1> -] App_Browsers
1 7] App_Config
1.1 App_Data

1+ [ Areas

-2 bin

1+ Data

b -[2] layouts

1> [ sitecore

[ ] sitecore modules
1+ -] sitecore_files
>[5 temp

1> -] upload

-] Views

] xsl

0 MySite Home
Filter: - ¥ Go - (i Show All | Group by: _
]
ASP.NET P
i 4
R’ S L 4
NET .NET NET Error NET
Authorizat.. Compilation  Pages  Globalization
ﬁ 12N i
= © & @
.NET Profile NETRoles .NETTrust .NET Users
Levels
D B
= ab] 7!
Application  Connection MachineKey Pages and
Settings Strings Controls
»,
® & &
| =]
Providers  Session State SMTP E-mail
s “
2 & €G1
ASP Authorizat... Gl
Rules
9 s &
Compression  Default  Directory  Error Pages
Document  Browsing
e He
B & =
rooa [T TG 2 2 o

[ =] Features View | |7 Content View

In the Authentication panel ensure thatAnonymous Authentication is disabled.

wﬂ Internet Information Services (IIS) Manager

== o

GO |-

File View Help

b Sites » ecmsitenet » App_Config »

FECE

Connections
&
.83
i... [} Application Pools
a5 Sites
» & Default Web Site
4 € ecmsitenet
1> -] App_Browsers
1> -] App_Config
-] App_Data
1>~ bin
- bin 64

| Authentication

Group by: No Grouping

MName

Anonymous Authentication
ASP.NET Impersonation
Forms Authentication

Status Response Type
Dizabled
Disabled
Disabled HTTP 302 Logi

To prevent anonymous users from accessing \tisg¢ecore

\ sitecore \ shell

RestartllS.

Actions
Enable
Edit...

@ Help

Online Help

\'admin\ ,\ sitecore
\ WebService folders, repeatteps 24 foreach folder

\ debug, and
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Note

If you have one or more processing, dedicated publishing/@middexing serverthat doesnot handle
requests,you mustensure that you usépplication Initialization(llS 8.0) or th@ppropriate modulglIS 7.5),
S0 you can successfully start Sitecore after you recycle the application pool.

If you do not do this, Sitecore will not be launched and its application gaolbeshut down due to inactivity.
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4.4 Microsoft SQL Server Configuration

When you install Microsoft SQL Server, selbtiked Mode authentication(Windows Authentication and SQL
Server Authentication)

If you have already installed MS SQL and you need to change the security authentication modé& thier
following: http://technet.microsoft.com/enus/library/ms188670.aspx

Note
You can alsoise Windows authentication to connect to the SQL server. For more information on congectin
to the SQL serverseehttp://msdn.microsoft.com/enus/library/ff647396.aspx

4.4.1 Creating aDatabase Account for SitecoreXP Databaseson SQL Server

This section describes how to createl@abase account for Sitecore databases under SQL Server @008
later) with the minimum required permissions.

1. Start SQL Server Management Studio

2. Make sure the Sitecore databases are attached.

3. InSQL Server Management Studipin theObject Explorerpane,expand theSecurityfolder.
4. Right-click theLoginsfolder and clickNew Loginto create a new login.
5

In theLogin z New window, select theGeneralpage and specify the login name.

i Login - New o o]

Selecta page )
S Ssow ~ Qe

A Server Roles

2 User Mapping Login name: 5C user Search...
A Secursbles i

g Status @) Windows authertication

@ SQL Server authertication

Passwond:  eeses

Confim password: ~~ seses

Enforce password policy

Enforce password expiration

[7] User must change password at nest login
() Mapped to cerificate
() Mapped to asymmetric key
[ Map to Credential

‘Connection .
- Mapped Credertials Cradential Provider
Server.

llocal)
Connection
33 View connedlion propetties

Progress Remove

Ready Default database: [maﬂaf ']

Defaut language: [ cdefaut> 3

6. Selectthe SQL Server authenticationoption and clear théJser mustchange password at next
login checkbox (this option is not supported on some Windows operating systems).
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7. Clickthe User Mappingpage and in théJser mapped to this loginfield, select the Sitecore

databases.
5 Login - New == ==
Selecta page c -
Script = |/ Hel
% General S 5ot v
% Server Roles
% User Mapping Users mapped to this login:
14" Secursbles Map  Database User Defaut Schema
[ Status Fl master
] model
[l msdb 1
|} SC100704ECM100331_Analytics 1
SC1001D4ECM100331Sitecore_Core SCuser
SC100104ECM100331Sitecore_Master SCuser
SC100704ECM100331 Sitecore_Web SCuser
1 SC100104ECMWINT_Analytics
(=] SC1001D4ECMWIN7Sitecore_Core -
< . *
SC100104ECM1003315itecore_Core
Database role membership for: SC100104ECM100331 Sitecore_Core
ccin aspret_Membership_BasicAccess pr
Server aspnet_Membership_FullAccess T
flocaly aspnet_Membership_ReportingAccess
) [] aspret_Personalization_BasicAccess
Comnection [ aspriet_Persariaization_FullAccess 3
|| aspret_Personalization_ReportingAccess
3 View connection properties aspret_Profile_BasicAccess
aspnet_Profile_Full Access
) aspnet_Profile_Reportingfccess
B asprict_Roles,_BasicAccess
Ready aspnet_Roles_FullAccess
aspnet_Roles_ReportingAccess
|| aspret_WebEvert_FullAccess N

8. In theDatabase role membership foffield, sdect the following check boxes:
For theMasterand theWebdatabases:
o db_datareader
o db_datawriter
0 public
For theAnalyticsdatabase
o0 db_datareader
o db_datawiter
0 public
If you performHistorical Aggregation

1) In SQL Server Management Studio, connect to 8@L Server instance that will be used for
Historical Aggregation.

2) Find the database that will be used for Historical Aggregation.
3) Open a New Query window.
4) Execute the following:

GRANT ALTER TfWsername];

GRANTREFERENCES TO [Username];
For theCoredatabase:
o db_datareader
o db_datawriter
0 public
0

aspnet_Membership_BasicAccess
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aspnet_Membership_FullAccess
aspnet_Membership_ReportingAccess

aspnet_Profile_BasicAccess

0

o}

o}

o0 aspnet_Profile_FullAccess
0 aspnet_Profile_ReportingAccess
0 aspnet_Roles_BasicAccess

0 aspnet_Roles_HIAccess

0 aspnet_Roles_ReportingAccess

For the Sitecore.Sessions database:

o db_datareader

o db_datawriter

0 public

9. ClickOKto create the user.

4.4.2  Granting Execute Rights to Stored Procedures
To grant execute rights to stored procedures:
1. IntheSQL Server Management Studiavindow, expand Databases.

2. Right-click a Sitecore database, and then clRioperties.

= [ Databases
3 System Databases
\J CACMS\SITECORE 5.3.2 REV. 080212\ DATABASES\SCS3ARCHIVE_DATA.MDF
L-] CACMSA\SITECORE 5.3.2 REV. 090212\ DATABASES\SC52CORE_DATA.MDF
L-] CACMS\SITECORE 5.3.2 REV. 090212\ DATABASES\SCS3EXTRANET_DATA.MDF
L-] CACMSA\SITECORE 5.3.2 REV. 09021 2\DATABASES\SC53MASTER_DATA.MDF
U CACMS\SITECORE 5.3.2 REV. 090212\ DATABASES\SC53RECYCLEBIN_DATA.MDF
u CACMBSA\SITECORE 5.3.2 REV. 090212\ DATABASES\SC53SECURITY_DATA.MDF
[ CACMSI\SITECORE 5.3.2 REV. 090212\ DATABASES\SC5IWEB_DATAMDF
U MySiteSitecore_Core
\J MySiteSitecore_Master
| MySiteSitecore_Web

1]

[ NewlnstancedSitecore | New Database...

|l NewInstancedSitecore New Query

[ sCBSSitecore_analytics Script Databaseas b
| 5C65Sitecore_Core

| suBsSitecore_Master Tasks L4

\J SCE5Sitecore_Web
Sitecore_analytics
Sitecore_coreff

Sitecore_core661 Start PowerShell
Sitecore_masterG61

Policies 3
Facets

Sitecore_web66 Reports v
[ Sitecore_web661 R
3 Security Delete
L3 Server Objects
[3 Replication Refresh
3 Management Properties

3. IntheDatabase Propertieswindow, click thePermissionssection and select the user that you want
to grant rights ta
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4. IntheUsers or rolesfield, select the user and in tHexplicit permissions forfield, in theGrant
column, give the useExecutgermission.

[Eslect s pege st v [ Hep

L General
& Files ‘ |
= s (o ]
& Etended Propert
5 e
Tiwe
User @
Connection Permissions for SC_user
Server: Bxplicit | Effective
: Pemission Granior Grant. With Grant  Deny
Cor Create XML schem. o o [m]
Delete O O ]
Erecute O |
Insett O O [m]
Referen O O (]
Select O O ]
Show p O O ]

Repeat this procedure for the other Sitecore databases.

Important
The analytics databasir Sitecore xDBuns on MongoDB. For more information about configuring Sitecore
xDBon MongoDB se¢he xDB Configuration Guide
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4.5 Oracle Database Storage Setup
Thissectiondescribes how to saip the Oracle database storage for Sitecore CMS.

TheOracle databasstoragesetup is only available when Sitecore PRunning in Becore Experience
Managementmode (CMSonly modé, whichlets you run Sitecore XP without the Experience Database (xDB)
enabled.

For more information about Experience Management, refer to the Sitecore Documentatiory site
https://doc.sitecorenet.

Database Server Preparations

To set up the Oracle database storagketcatabase server must runsapported version odnOracle
database instanc¢éhat meets the following requirements

1 TheOracle instance must be configuredsharedserver mode.

1 TheOracle instance must contain a tablespace for Sitechaving at least 200MB of fregard disk
space.

1 Additionalhard diskspace will be needed dke Sitecore database grows.

To load Sitecore data into the Oracle database, to set up Oracle databases for Sitecore CMS, on the Oracle
Database Server (or a workstation PC with the administration témighe Oracle instance):

1. Download theSitecore 8.2 rev. 171121 (oracle dbs).zip file from the Sitecore
Downloads pagend unzip the file.

2. In atext editor, open thereatedata.bat file located in thé Databases \ Oracle folder and
find the following node:

if "9%DATABASE%" == " set DATABASE=sitecore
if "%PASSWORD%" == " set PASSWORD=manager
if "%TBS%" =="" set TBS=sitecore
if "%PREFIX%" == "" set PREFIX=sc
User-level variables Description
DATABASE The nameof the Oracle Database instance that wil
host Sitecore datags set up on the PC)
TBS Name of the tablespace for Sitecore data.
PASSWORD Password for the system user of the Oracle
instance.
PREFIX Prefix to use for user schema names and passwol

(Default: sc)

3. Specifythe userlevel variabless requirecand save your changes.

4. Launch thecreatedata.bat file from the\ Databases \ Oracle \ folder.
At this point,installation scripts set ughe following 3user schemas:

1  %PREFIX%core

1 %PREFIX%master

1 %PREFIX%web

Website Server Setup

The following instructions describe a web server setup whkesSitecore CMS file system limsted.
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Note
Whenyouinstall the Oracle Data Provider in a @it environment, you mustuse Oracle Client for Windows
X64.

To set up a web server:

1. |Install Sitecore XP. If you are installing Sitec#ifefrom a ZIP archiveafidnot from an. exe file
setup) youmust configure thedataFolder  setting andcopya validlicense.xml file to the
\ Data folder before proceeding tthe next steps.

For more information, see the sectidnstalling the Sitecor¥Pfrom the .ZIP File

2. Backup the originaWeb.config file and renamehe Web.config.Oracle file to
Web.config

3. Backup the originalSitecore.config file and renamethe Sitecore.config.Oracle file to
Sitecore.con  fig .

4. Modify the connection strings ithe\ App_Config \ ConnectionStringsOracle.config
file to point to the valid Oracle instance.

0 TheData Source parameter must point to the local Oracle instance name as configutiee in
Oracle Net Manager.

0 User names angasswords must be adjusted to match those installed on the database server.
The cefault usernames and gsswords ag:

Username Password
sccore sccore
scmaster scmaster
scweb scweb

Configure 1IS agou normally wouldor a Sitecore installatiorandthen run Sitecore.
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4.6 Uninstalling Sitecore XP
Before uninstalling Sitecore

1 Delete the lISNebsiteor update it to reference a different directory, or stop IIS by executing the
following command:

0 net stop w3svc
1 Remove the Sitecore file system.

1 Remove any dtabases on remoter localserversthat areused by thisnstance ofSitecore
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Chapter 5

Sitecore XP Post-Installation Steps

Thischapterdescribeghe recommended steps that youshouldtake afterinstalling Sitecore
XP8.2rev. 171121Update-6).

This chapteicontains the following sections:
1 ContentExpiration
1 Windows Authentication for Sitecore
1 Setting Microsoft SQL Server Database Properties
1 Rebuild the Search Indesand the Link Database
1 Configure the Sitecore Experience DatabdzBB)

1 DeployMarketing Definitions
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5.1 Content Expiration
You t the IS Expire Webontent header to improve performance.

The Expire Web content header (located in common HTTP Response headers) is how IS determines whether
to return a new version of the requested web page if the request is made after the web page content has
expired. IS marls each web page before i sent using the settingghat you provide for content expiration.

The website visitds browseltranslatesthe expiration mark.

By setting Expire Web content to something other thammediately you can reduce secoratcess load
times by 50 to 70 percent. This settidgesnot affect dynamicallygenerated content.

To enable the Expire Web content header in IS 7.x:
1. Launch IIS Manager.
2. Navigate to the site that yowantto enable the Expire Web content header.

3.

4. In theActions panel, clickset Common HAAAA OO 8

5. Select theExpire Web contentcheck box.
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