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Chaptera

Installation

This section covers how to install Sitecore Connect for Salesforce.
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1.1 Prerequisites

Before you install Sitecore Connect for Salesforce, you must have the following:

Sitecore Experience Platform

This product requires Sitecore Experience Platform g.o (or greater).

Salesforce
This product requires access to a Salesforce CRM instance.

A user account on Salesforce is also required. At a minimum, this account must have rights to read data from
Salesforce. In order for this product to write data to Salesforce, the account must also have rights to write
data to Salesforce.

Network Connectivity

This product must be installed on a Sitecore server that has network connectivity to your Salesforce instance.
This may require firewall configuration, based on your network setup.
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1.2 Sitecore Installation Packages

This product consists of a number of Sitecore installation packages.

Note
While the installation process may more complicated than necessary - why wouldn't Sitecore provide a single
package? - there is a good reason for providing separate packages. This allows us to update individual
components more easily.
1. Download the following installation packages:
a. Data Exchange Framework 2.0.0
b. Sitecore Provider for Data Exchange Framework 2.0.0
c.  xConnect Provider for Data Exchange Framework 2.0.0
d. Salesforce CRM Provider for Data Exchange Framework 2.0.0
e. Sitecore Connect for Salesforce 2.0.0
2. Install Data Exchange Framework 2.0.0.
Install Sitecore Provider for Data Exchange Framework 2.0.0.
Install xConnect Provider for Data Exchange Framework 2.0.0.

Install Salesforce Provider for Data Exchange Framework 2.0.0.

AN A

Install Connect for Salesforce 2.0.0.
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1.3 Deploy xConnect Collection Model

This product adds a new facets to associate information from Salesforce with Sitecore contacts and
interactions. A collection model that defines these new facets must be deployed to xConnect.

Note
For more information on how to deploy a custom collection model to xConnect, see the xConnect developer

documentation.

1. InSitecore, open Content Editor.

2. Navigate to sitecore > system > Settings > Data Exchange > Providers > xConnect > Collection Models >
Connect for Salesforce > Connect for Salesforce Collection Model

4 (¢ Data Exchange

» Framework
4 J Providers
{J Salesforce
) Sieecore

4 {J xConnect
“ Collection Models
4 Connect for Salesforce

» {3 Connect for Salesforce Collection Model

» Conzact identifier Types
» Entity Types

» Marketing Definitions

HOME MAVIGATE REVIEW ANALYZE

Save Convert Model to |SON

4. Your browser will download a JSON file. Save this file to your local machine.
5. Deploy the JSON file to your xConnect server.

6. Deploy the JSON file to your xConnect indexing server.

@ sitecore”’ 6
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1.4 Salesforce Configuration

In order for Salesforce Connect to communicate with Salesforce, the following configuration is needed:

Note

These instructions assume you are using the Salesforce Classic user interface. The same configuration is
available using the Salesforce Lightning user interface. We recommend you switch to the Salesforce Classic
user interface temporarily to complete these steps.

1. Loginto your Salesforce account.

2. Inthe top meny, click Setup.

L —

3. Intheleft menu, click Create > Apps.

Build

*| Customize

B Create
Apps
Custom Labels
Interaction Log Layouts
Objects
Picklist Value Sets
Packages

Report Types
Tabs
Service Cloud Launch Pad
Action Link Templatas
*| Global Actions

+| Workflow & Approvals

4. Inthe Connected Apps section, click New.

Connected Apps New Connected Apps Help 7

Mo Apps found.

5. Enterthe following values:

Field name Value Notes
Connected App Sitecore Data Exchange App The specific value does not matter.
Name

@ sitecore’ 7
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APl Name Sitecore_Data_Exchange_App Salesforce generates this value based on the
app name. It is recommended that this value
not be changed.

Contact Email [your email address] The specific value does not matter.

Enable OAuth Checked

Settings

Callback URL http://localhost This value is not used, so the value you enter
does not matter.

Selected OAuth Access and manage your data (api)

Scopes

Require Secret for Checked

Web Server Flow

6. Atthe bottom of the screen, click Save.

v Canvas App Settings

Force.com Canvas |

# save] [Cancel

7. Salesforce will inform you a new connected app was created. Click Continue.

New Connected App

Allow from 2-10 minutes for your changes to take effect on the server hefore using the connected app.

ﬂ Cancel




Sitecore Connect for Salesforce 2.0 Installation Guide

Chapter 2

Configuration

This section covers basic configuration options for Sitecore Connect for Salesforce.



Sitecore Connect for Salesforce 2.0 Installation Guide

2.1 Get Connection String Values from Salesforce

Before you can configure the connection string, there are several values you must collect from Salesforce:

User ID
This is the user ID that Sitecore will use to call the Salesforce API.

This user ID does not have to have administrator rights, but it must have sufficient rights to perform the
activities you expect to be able to from Sitecore. For example:

e Inorderto have Salesforce contacts created in Sitecore, the user must have read-access on contacts
and campaigns.

¢ Inorderto push contact data from Sitecore into Salesforce, the user must have write-access on
contacts.

Password

This is the password for the Salesforce user that Sitecore will use to call the Salesforce API.

Note

Your password cannot contain the ; character (semicolon).

Security token
1. This value come from the Salesforce user whose connected app. To find this value, do the following:
2. InSalesforce, log in with the user ID you plan to use in the connection string.

3. Inthetop menu, click the user name.

# Sitecore Service User v Setup Help

4. Click My Settings.

Sitecore Service User -

My Profile /
My Setlings

Developer Console
Switch to Lightning Experience
Logout

5. Inthe left menu, click Personal > Reset My Security Token.

@ sitecore’ 10



Sitecore Connect for Salesforce 2.0 Installation Guide

X Personal

Personal Information
Change My Password
Language & Time Zone
Grant Account Login Access
My Groups

Reset My Security Token

Connections

6. Read the warning on the screen carefully. If you are OK with the change that will be made, click Reset
Security Token.

Reset My Security Token Help for this Page @

When you access Salesforce from an |F address that isn't trusted for your company, and you use a deskiop client or the AP, you need a
security token to log in. What's a security token? It's a case-sensitive alphanumeric code that's fied to your password. Whenever your
password is reset, your security token is also reset.

o
m After you reset your token, you can't use your old foken in API applications and desktop clienis.

Reset Security Token _

7. Salesforce will inform you that the new security token will be emailed to you.

Reset My Security Token Help for this Page 0

Check Your Email

1Y
@ We sent a new security token to the email address for your account, | B S e

8. Inyour email you will find the new security token value.
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Your new Salesforce security token inbex  x = B
support@salesforce.com <support@salesf 5:08 PM {1 minute ago) -
tome [~

We've sent you a new Salesforce security token because you recently changed your
password or requested to reset your security token. Use this updated security token with
AP or desktop clients that require it.

Username: pimmrmisiiym pe
Security token (case-sensitive): | Ml SIEERLEE B Syt E

Client ID and Secret Key
These values come from the Salesforce connected app. To find these values, do the following:

1. In Salesforce, on the left menu, scroll down to the section Build.

Build

*| Customize

»| Create

»| Develop
Schema Builder
Lightning App Builder
Canvas App Previewer
Installed Packages

AppExchange Marketplace
Critical Updates

2. Navigate to Create > Apps.

Build

»| Customize

B Create

Apps

Custom Labels
Interaction Log Layouts
Objects

Picklist Value Sets
Packages

Report Types

Tabs

Service Cloud Launch Pad
Action Link Templates

3. Inthe section Connected Apps, click the name of the connected app you created.
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Connected Apps New Connected Apps Help 7
Action Connected App Name Description Version
Edit | Manage Sitecore Data Exchange App 1.0

4. Inthe section APl (Enable OAuth Settings), you will see the values for Consumer Key and Consumer
Secret. Copy these values.

Note
In the connection string, the consumer key value is called the client id, and the consumer secret value is called
the secret key.

@ sitecore’ 13
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2.2 Add the Connection String to Sitecore

Add the following connection string to the ConnectionStrings.config file on your Sitecore server. Be sure to
replace the values in brackets with the values you collected from Salesforce:

<add name="mysf" connectionString="user id=[user id];password=[password];client
id=[client id];secret key=[secret key];security token=[security token]" />
The following is an example of what the connection string will look like after you have replaced the values in
brackets:

<add name="mysf" connectionString="user id=someone@email.com;password=b;client

1d=GEH9z1TNB808BA45pAeDtC8W.DIgrAzuky2uf fEEOWtHxIEhLzkmPwjz8KF vzWY8dNIfurWHpfbZPGdtc3b; secret
key=5468568999798354123; security token=g3ygFuNzGgm33YTfsM3WKG3AA" />

Note
If you connect to a Salesforce sandbox, you must add the parameter sandbox=true to the connection string.
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2.3 Create Tenant

A tenant is the basic unit of configuration in this product. All of the settings that determine how data between
Salesforce and Sitecore is synchronized are contained in the tenant.

Note

Usually, a tenant represents a specific Salesforce instance. You may configure multiple tenants if you have
multiple Salesforce instances you want to connect. It is also possible to configure a single tenant to connect to
multiple Salesforce instances. However, that configuration is not covered in this guide.

1. In Sitecore, open Content Editor.

2. Navigate to sitecore > system > Data Exchange

4 [J sitecors
» & Content
{J Forms
¢ @ Layout
b & Media Library
4 g System
i Aliages
iy Data Exchange
B ' Dictionary

b [ Languages

3. Add anew item using the option Connect for Salesforce Tenant

Options

£& Empry Data Exchange Tenant £ Connect for Salesforce Tenant

4. Enter aname for the tenant and click OK

Enger the name of the new ioem:

My Salesforce Tenant

@ sitecore’ 15
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5. Creating the tenant will take some time. As it is created, a progress box appears.

Adding the new branch...

Fixing Salesforce Facer on xConnect Conmct..

6. Afterthe tenantis created it will appear under sitecore > System > Data Exchange

4 g System
 Aliases
4 ¢ Dara Exchange
b i My Salesforce Tenant
% Dictionary

¥ [ Languages

B [7] LiszM nATEr
d‘*m

@ sitecore”’ 16
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2.4 Configure Endpoints

Endpoints are used to identify the source of data that is read and the target of data that is written. Sitecore
Connect for Salesforce uses endpoints to represent Sitecore and a Salesforce instance.

1. In Content Editor, select your tenant.

4 g System

{J Alisses

4 g Dara Exchange
b i My Salesforce Tenant
% Dictionary

¥ [E] Languages

-

B[] ListManager

2. Navigate to Endpoints > Providers > Salesforce > Salesforce Client Endpoint

4 Wy System

J Allases
4 (9 Dara Exchange
4 .. My Salesforce Tenant
P G Dats Access

4 O Endpoints

4 Providers
“ Solesforce

&) Salesforce Client Endpoint

» xConnect
P & Pipeline Batches
b & Pipelines
» [ Tenant Setings

) Value Mapping Sets

3. Inthefield Connection String Name, enter the name of the connection string you added in section
Error! Reference source not found..

Connecton String Mame [sh

n'.:,.’s,f

Note

If you enter a connection string that is not defined on your Sitecore server, a validation error will be displayed.
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Connection String Mame

khjdfhlighjdkifg

4. Savetheitem.

5. Inthe ribbon, click Run Troubleshooter

HOME HAVIGATE REVIEW ANALYZE PUBLISH VERSIOE

H -~

Save Show Usage Run Troubleshooter

6. A message will appear to indicate if a connection could be established to your Salesforce instance.
Click OK

Connection was successfully established.

7. Select your tenant.

4 @ Sysvem
:. Aligses
4 i Dara Exchange
F i My Salesforce Tenant
W Dictiomary

¥ Gl Languages

-

B[] List Manager
-—...-5-“-1‘........

8. Navigate to Endpoints > Providers > xConnect > xConnect Client Endpoint

18

@ sitecore”
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4 9 Data Exchange
4 .a. My Salesforce Tenant
P 4 Dot Access
4 Endpeints
Common
- Providers
» Salesforce
4 xConnect

3y xConnect Client Endpoing

» & Pipeline Batches
P & Pipelines
» [§ Tenant Setungs

) Value Mapp ng Sets

9. Inthe Collection Service section, enter values for the following fields:

Note
All of these values are connection string names from the ConnectionStrings.config file on your Sitecore
server:
Field name When required Description
Collection Service Connection Always required. Connection string that identifies
String Name the xConnect collection service.
By default the value is
xconnect.collection.
Collection Service Certificate Required if SSL is enabled on the | Connection string that identifies
Connection String Name xConnect server. the certificate to use when
establishing a secure connection
to the xConnect server.
By default the value is
xconnect.collection. certificate.
Collection Service Credentials Required if authentication is Connection string that specifies
Connection String Name enabled on the xConnect server. | the credentials to use to connect

to an xConnect server with
authentication enabled.

Authentication is not enabled on
the xConnect server by default.

For more information on
supported formats for this
connection string, see the Data
Exchange Framework developer
documentation.
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# Use Collecton Service Setings For All Services |

Callection Model

Collection Models/Connect for Salesforce/Connect for Salesfarce Collection Moade

Collection Service Connection String Name |

xconnect.collection

Collection Service Certificare Connection Sering Mame

xoonnect.oollection.certificate

Collection Service Credentials Connection String Name | 1]

10. Save the item.

11. Inthe ribbon, click Run Troubleshooter

HOME MAVIGATE REVIEW AN PLBLI

H >

Save Run Troubleshoouer Shew Deployed Models

12. A message will appear to indicate if a connection could be established to your xConnect server. Click
OK

Connection was successfully established.
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2.5 Enable Tenant

By default, the tenant is disabled. This is to ensure that no synchronization process is run until an
administrator makes a conscious decision to enable the tenant.

1. In Content Editor, select your tenant.

4 g System

{J Alisses

4 g Dara Exchange
b i My Salesforce Tenant
% Dictionary

¥ [E] Languages

b [T LiszM

aser

2. Navigate to the Content tab.

n Corvem: | I

3. Inthe Administration section, tick the box Enabled.

« Enabled

4. Savetheitem.

@ sitecore’ 21





